RESUMEN DE CVEs
DESTACADOS

Resumen N°01 - 2025
Periodo: 01/04/2025 al 30/04/2025




CVEs
CVE-2025-1244, CVE-2025-24201, CVE-2025-0624

CVE-2025-24813
CVE-2025-30065
CVE-2025-2244, CVE-2025-2243, CVE-2025-2245

CVE-2025-2223, CVE-2025-2222

CVE-2024-41794, CVE-2024-54092

CVE-2024-48887, CVE-2024-26013

CVE-2025-24447, CVE-2025-30281, CVE-2025-30282
CVE-2025-27082, CVE-2025-27083, CVE-2025-27078

CVE-2025-12556
CVE-2025-25226, CVE-2025-25227

CVE-2025-21222, CVE-2025-21221, CVE-2025-21205

CVE-2025-30401
CVE-2025-21780, CVE-2025-21753, CVE-2025-21718

CVE-2025-21700, CVE-2025-21692, CVE-2025-21680
CVE-2025-21594, CVE-2025-30659, CVE-2025-21591

CVE-2025-2308
CVE-2025-1968
CVE-2025-3102
CVE-2025-0395
CVE-2025-21756, CVE-2025-22014, CVE-2025-22010

CVE-2025-26415, CVE-2024-56190, CVE-2024-56189

Proveedor
Red Hat

Apache
Apache
Bitdefender

Schneider Electric
Siemens

Fortinet

Adobe

Aruba

Kibana

Joomla

Microsoft

WhatsApp
SUSE

Ubuntu

Juniper

SonicWall
Progress
WordPress
Linux

Debian

Google

Mas informacion

https://www.cert.gov.py/multiples-vulnerabilidades-en-el-kernel-de-linux-2/

https://www.cert.gov.py/vulnerabilidad-critica-en-apache-tomcat-2/
https://www.cert.gov.py/vulnerabilidad-de-java-en-apache-parquet/

https://www.cert.gov.py/vulnerabilidades-en-productos-bitdefender/
https://www.cert.gov.py/vulnerabilidades-en-productos-de-schneider-electric/
https://www.cert.gov.py/actualizaciones-de-seguridad-para-productos-siemens-6/
https://www.cert.gov.py/vulnerabilidades-en-productos-de-fortinet/
https://www.cert.gov.py/actualizaciones-de-seguridad-para-adobe-2/
https://www.cert.gov.py/multiples-vulnerabilidades-en-los-productos-de-aruba/

https://www.cert.gov.py/actualizaciones-de-seguridad-en-kibana/

https://www.cert.gov.py/actualizaciones-de-seguridad-en-joomla/

https://www.cert.gov.py/actualizaciones-de-seguridad-del-mes-de-abril-para-productos-
microsoft/

https://www.cert.gov.py/vulnerabilidad-en-whatsapp-para-windows/

https://www.cert.gov.py/multiples-vulnerabilidades-del-kernel-de-suse-linux/
https://www.cert.gov.py/multiples-vulnerabilidades-en-ubuntu-linux-kernel/

https://www.cert.gov.py/actualizaciones-de-seguridad-para-los-productos-de-juniper-
networks/

https://www.cert.gov.py/vulnerabilidades-en-los-productos-sonicwall/
https://www.cert.gov.py/actualizaciones-de-seguridad-en-progress-software/
https://www.cert.gov.py/vulnerabilidad-en-plugin-de-wordpress/
https://www.cert.gov.py/vulnerabilidad-en-la-biblioteca-c-de-gnu/

https://www.cert.gov.py/multiples-vulnerabilidades-del-kernel-de-linux-debian/

https://www.cert.gov.py/actualizaciones-de-seguridad-para-dispositivos-google-pixel/



CVEs
CVE-2025-32433

CVE-2025-27495, CVE-2025-27539, CVE-2025-27540

CVE-2024-40446, CVE-2024-3625, CVE-2024-3641, CVE-2024-3643,

CVE-2024-3647
CVE-2025-20236, CVE-2025-20178, CVE-2025-20150

CVE-2025-31200, CVE-2025-31201

CVE-2024-2291

CVE-2025-1731

CVE-2025-3260

CVE-2024-40896, CVE-2025-24928, CVE-2025-24914

CVE-2025-3619, CVE-2025-3620

CVE-2025-1763, CVE-2025-2443, CVE-2025-1908
CVE-2025-31324

CVE-2025-32818

CVE-2025-1950, CVE-2025-1951

CVE-2025-23249, CVE-2025-23250, CVE-2025-23251
CVE-2025-1976

CVE-2025-31650, CVE-2025-31651

CVE-2025-2817, CVE-2025-4092, CVE-2025-4093, CVE-2025-4082,
CVE-2025-4083

CVE-2025-4096, CVE-2025-4050, CVE-2025-4051, CVE-2025-4052

Proveedor

Erlang/OTP SSH

Siemens

Moodle

Cisco

Apple
PostgreSQL
VA G
Grafana
Tenable

Microsoft

GitLab
SAP
SonicWall
IBM
NVIDIA
Broadcom
Apache

Mozilla

Google

Mas informacion

https://www.cert.gov.py/vulnerabilidad-critica-en-erlang-otp-ssh/
https://www.cert.gov.py/actualizaciones-para-productos-siemens/

https://www.cert.gov.py/vulnerabilidades-en-moodle/

https://www.cert.gov.py/multiples-vulnerabilidades-en-los-productos-de-cisco/
https://www.cert.gov.py/multiples-vulnerabilidades-en-los-productos-apple/
https://www.cert.gov.py/vulnerabilidad-en-pgbouncer-de-postgresql/
https://www.cert.gov.py/actualizaciones-disponibles-para-los-firewalls-de-zyxel/
https://www.cert.gov.py/vulnerabilidades-corregidas-de-grafana/
https://www.cert.gov.py/actualizaciones-de-seguridad-de-tenable-para-nessus/

https://www.cert.gov.py/actualizaciones-de-seguridad-del-mes-de-abril-para-productos-
microsoft/

https://www.cert.gov.py/vulnerabilidades-corregidas-en-gitlab/
https://www.cert.gov.py/vulnerabilidad-critica-en-netweaver-de-sap/
https://www.cert.gov.py/vulnerabilidades-en-los-productos-sonicwall-2/
https://www.cert.gov.py/vulnerabilidades-en-ibm-power-hardware-management-console/
https://www.cert.gov.py/vulnerabilidades-en-nvidia-nemo-framework/
https://www.cert.gov.py/vulnerabilidad-en-broadcom-brocade-fabric-os/
https://www.cert.gov.py/vulnerabilidades-en-apache-tomcat-3/

https://www.cert.gov.py/actualizaciones-de-seguridad-para-los-productos-de-mozilla/

https://www.cert.gov.py/vulnerabilidades-corregidas-en-google-chrome/



