RESUMEN DE CVEs
DESTACADOS

Resumen N°02 - 2025
Periodo: 01/05/2025 al 31/05/2025




CVEs
CVE-2023-5970; CVE-2023-44221

Proveedor
SonicWall

CVE-2025-46337; CVE-2025-21927; CVE-2025-22869; CVE-2025-
30204; CVE-2025-24209

CVE-2025-2170

CVE-2025-4093; CVE-2025-2817; CVE-2025-4083; CVE-2025-4087;
CVE-2025-4091

CVE-2024-8805; CVE-2023-52885; CVE-2024-56650; CVE-2024-50205

Linux Red Hat

SonicWall
Mozilla para Red Hat

SUSE Linux
CVE-2025-27363 Android

CVE-2025-22477; CVE-2025-22478 Dell Storage Manager

CVE-2025-24252; CVE-2025-24206; CVE-2025-24132 Apple Airplay
CVE-2025-4388 Liferay
CVE-2025-25014 Kibana
CVE-2025-27700; CVE-2024-56193; CVE-2025-27701 Google Pixel
CVE-2025-27363; CVE-2025-20957; CVE-2025-20963 Samsung
CVE-2025-20188; CVE-2025-20186; CVE-2025-20162 Cisco
CVE-2025-4372 Microsoft Edge
CVE-2025-32819; CVE-2025-32820; CVE-2025-32821 SonicWall
CVE-2025-22249 VMware
CVE-2025-46265; CVE-2025-31644; CVE-2025-36546 F5
CVE-2025-2875 Schneider Electric
CVE-2025-42999; CVE-2025-30018; CVE-2025-43010; CVE-2025- SAP

43000; CVE-2025-43011

CVE-2025-24223; CVE-2025-24213; CVE-2024-8176 Apple

Mas informacion

https://www.cert.gov.py/multiples-vulnerabilidades-de-los-productos-sonicwall/

https://www.cert.gov.py/multiples-vulnerabilidades-del-kernel-de-linux-red-hat/

https://www.cert.gov.py/vulnerabilidad-en-los-productos-sonicwall/

https://www.cert.gov.py/multiples-vulnerabilidades-en-los-productos-de-mozilla-para-red-
hat/

https://www.cert.gov.py/multiples-vulnerabilidades-del-kernel-de-suse-linux-2/
https://www.cert.gov.py/actualizaciones-de-seguridad-mensuales-para-android/
https://www.cert.gov.py/actualizacion-de-seguridad-para-dell-storage-manager/
https://www.cert.gov.py/multiples-vulnerabilidades-en-apple-airplay/
https://www.cert.gov.py/vulnerabilidad-encontrada-en-productos-liferay/

https://www.cert.gov.py/actualizaciones-de-kibana/

https://www.cert.gov.py/actualizaciones-de-seguridad-para-dispositivos-google-pixel-2/

https://www.cert.gov.py/multiples-vulnerabilidades-en-los-productos-samsung/

https://www.cert.gov.py/multiples-vulnerabilidades-en-los-productos-de-cisco-2/

https://www.cert.gov.py/vulnerabilidad-en-microsoft-edge/
https://www.cert.gov.py/vulnerabilidades-en-los-productos-sonicwall-3/

https://www.cert.gov.py/vulnerabilidad-en-los-productos-vmware/

https://www.cert.gov.py/vulnerabilidades-identificadasen-productos-de-f5/
https://www.cert.gov.py/vulnerabilidad-en-los-productos-de-schneider-electric/

https://www.cert.gov.py/actualizacion-de-seguridad-de-sap/

https://www.cert.gov.py/actualizaciones-de-seguridad-de-apple-2/



CVEs

CVE-2025-29813; CVE-2025-29972; CVE-2025-29827; CVE-2025-

47733

CVE-2025-43567; CVE-2025-43559; CVE-2025-43561
CVE-2025-32756; CVE-2025-22252; CVE-2025-25251
CVE-2025-30663

CVE-2025-40595

CVE-2025-40595

CVE-2025-4919; CVE-2025-4918

CVE-2025-21587; CVE-2025-4447

CVE-2025-41225; CVE-2025-41226

CVE-2025-2900; CVE-2025-21587

CVE-2025-3078; CVE-2025-3079
CVE-2025-20152; CVE-2025-20113
CVE-2025-0993; CVE-2025-12093
CVE-2025-24917; CVE-2025-24916

CVE-2025-4123

CVE-2022-31812

CVE-2025-47181

CVE-2024-45491; CVE-2024-45492; CVE-2024-10979
CVE-2025-21587; CVE-2025-4447

CVE-2025-21934; CVE-2025-21928; CVE-2025-21920

Proveedor

Microsoft

Adobe

Fortinet

Zoom

Mozilla
SonicWall
Mozilla

IBM WebSphere
VMware

Red Hat Enterprise
Linux

Canon
Cisco
GitLab

Nessus Network
Monitor

Grafana
Siemens
Microsoft Edge
Dell NetWorker
IBM SDK
Ubuntu

Mas informacion

https://www.cert.gov.py/actualizaciones-mensuales-de-microsoft/

https://www.cert.gov.py/actualizaciones-de-seguridad-de-adobe/
https://www.cert.gov.py/vulnerabilidades-en-los-productos-de-fortinet/
https://www.cert.gov.py/vulnerabilidades-en-zoom/
https://www.cert.gov.py/actualizaciones-de-seguridad-para-los-productos-de-mozilla-2/
https://www.cert.gov.py/vulnerabilidad-en-los-dispositivos-de-sonicwall/
https://www.cert.gov.py/explotacion-de-vulnerabilidades-en-mozilla/
https://www.cert.gov.py/multiples-vulnerabilidades-en-los-productos-ibm-websphere/
https://www.cert.gov.py/multiples-vulnerabilidades-en-los-productos-vmware/

https://www.cert.gov.py/actualizacion-de-seguridad-para-red-hat-enterprise-linux/

https://www.cert.gov.py/vulnerabilidades-en-productos-de-canon/
https://www.cert.gov.py/vulnerabilidades-corregidas-en-productos-de-cisco/
https://www.cert.gov.py/vulnerabilidades-multiples-en-gitlab/

https://www.cert.gov.py/vulnerabilidades-corregidas-en-nessus-network-monitor/

https://www.cert.gov.py/vulnerabilidad-corregida-en-grafana/
https://www.cert.gov.py/actualizacion-para-productos-siemens-2/
https://www.cert.gov.py/actualizacion-de-seguridad-de-microsoft-edge/
https://www.cert.gov.py/actualizacion-de-seguridad-para-dell-networker/
https://www.cert.gov.py/boletin-de-seguridad-para-productos-que-utilizan-lom-sdk/

https://www.cert.gov.py/multiples-vulnerabilidades-en-ubuntu/



CVEs Proveedor Mas informacion

CVE-2025-5063; CVE-2025-5280 Google Chrome https://www.cert.gov.py/vulnerabilidades-corregidas-en-google-chrome-2/
CVE-2025-5262 Mozilla https://www.cert.gov.py/actualizaciones-de-seguridad-para-los-productos-de-mozilla-3/
CVE-2025-30415 Acronis https://www.cert.gov.py/actualizacion-de-seguridad-para-los-productos-de-acronis/
CVE-2025-5063; CVE-2025-5280 Microsoft Edge https://www.cert.gov.py/multiples-vulnerabilidades-de-microsoft-edge-2/

CVE-2025-47577 WordPress https://www.cert.gov.py/vulnerabilidad-critica-en-complemento-de-wordpress/



