RESUM

DESTACA

Resumen N°10 - 2026
Periodo: 01/01/2026 al 31/01/2026

)

i 4
S




CVE Proveedor Mas informacion

CVE-2026-23988 Rufus https://www.cert.gov.py/vulnerabilidad-en-rufus/
CVE-2025-13917 Broadcom https://www.cert.gov.py/vulnerabilidad-en-productos-broadcom/
CVE-2026-0920 Wordpress https://www.cert.gov.py/vulnerabilidad-en-complemento-de-wordpress-6/
CVE-2026-21720 Grafana https://www.cert.gov.py/vulnerabilidades-en-productos-grafana/
CVE-2026-21721 Grafana https://www.cert.gov.py/vulnerabilidades-en-productos-grafana/
CVE-2025-9520 TP-Link https://www.cert.gov.py/vulnerabilidad-en-productos-tp-link-2/
CVE-2026-21509 Microsoft https://www.cert.gov.py/vulnerabilidad-en-productos-microsoft-5/
CVE-2026-22271 Dell https://www.cert.gov.py/vulnerabilidades-en-productos-dell-2/
CVE-2026-22273 Dell https://www.cert.gov.py/vulnerabilidades-en-productos-dell-2/
CVE-2025-33206 NVIDIA https://www.cert.gov.py/vulnerabilidades-en-productos-nvidia-2/
CVE-2025-33228 NVIDIA https://www.cert.gov.py/vulnerabilidades-en-productos-nvidia-2/
CVE-2025-33233 NVIDIA https://www.cert.gov.py/vulnerabilidades-en-productos-nvidia-2/
CVE-2025-15467 OpenSSL https://www.cert.gov.py/vulnerabilidad-en-openssl|-2/
CVE-2025-59718 Fortinet https://www.cert.gov.py/vulnerabilidades-en-productos-fortinet-6/
CVE-2025-59719 Fortinet https://www.cert.gov.py/vulnerabilidades-en-productos-fortinet-6/
CVE-2026-23594 HPE https://www.cert.gov.py/vulnerabilidad-en-productos-hpe-3/
CVE-2026-24061 GNU https://www.cert.gov.py/vulnerabilidad-en-gnu/

CVE-2025-61686 React https://www.cert.gov.py/vulnerabilidad-en-productos-react-2/
CVE-2026-22844 Zoom https://www.cert.gov.py/vulnerabilidad-en-productos-zoom-3/
CVE-2026-20045 Cisco https://www.cert.gov.py/vulnerabilidad-en-productos-cisco-3/
CVE-2025-14533 Wordpress https://www.cert.gov.py/vulnerabilidad-en-complemento-de-wordpress-5/

CVE-2026-21962 Oracle https://www.cert.gov.py/vulnerabilidad-en-productos-oracle-4/
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CVE Proveedor Mas informacion

CVE-2025-13927 GitLab https://www.cert.gov.py/vulnerabilidades-en-productos-gitlab-4/
CVE-2025-13928 GitLab https://www.cert.gov.py/vulnerabilidades-en-productos-gitlab-4/
CVE-2026-0723 GitLab https://www.cert.gov.py/vulnerabilidades-en-productos-gitlab-4/
CVE-2026-0629 TP-Link https://www.cert.gov.py/vulnerabilidad-en-productos-tp-link/
CVE-2025-60021 Apache https://www.cert.gov.py/vulnerabilidades-en-productos-apache-3/
CVE-2025-68438 Apache https://www.cert.gov.py/vulnerabilidades-en-productos-apache-3/
CVE-2025-68675 Apache https://www.cert.gov.py/vulnerabilidades-en-productos-apache-3/
CVE-2026-0877 Mozilla https://www.cert.gov.py/vulnerabilidades-en-productos-mozilla-7/
CVE-2026-0878 Mozilla https://www.cert.gov.py/vulnerabilidades-en-productos-mozilla-7/
CVE-2026-0892 Mozilla https://www.cert.gov.py/vulnerabilidades-en-productos-mozilla-7/
CVE-2025-60003 Juniper https://www.cert.gov.py/vulnerabilidades-en-productos-juniper/
CVE-2026-21905 Juniper https://www.cert.gov.py/vulnerabilidades-en-productos-juniper/
CVE-2026-21906 Juniper https://www.cert.gov.py/vulnerabilidades-en-productos-juniper/
CVE-2025-36911 Google https://www.cert.gov.py/vulnerabilidades-en-dispositivos-google/
CVE-2025-48647 Google https://www.cert.gov.py/vulnerabilidades-en-dispositivos-google/
CVE-2026-0227 Palo Alto https://www.cert.gov.py/vulnerabilidad-en-productos-palo-alto-networks/
CVE-2025-13444 Progress https://www.cert.gov.py/vulnerabilidades-en-productos-progress/
CVE-2025-13447 Progress https://www.cert.gov.py/vulnerabilidades-en-productos-progress/
CVE-2025-55130 Node.js https://www.cert.gov.py/vulnerabilidades-en-node-js/
CVE-2025-55131 Node.js https://www.cert.gov.py/vulnerabilidades-en-node-js/
CVE-2025-59465 Node.js https://www.cert.gov.py/vulnerabilidades-en-node-js/

CVE-2026-21267 Adobe https://www.cert.gov.py/vulnerabilidades-en-productos-adobe-3/
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CVE Proveedor Mas informacion

CVE-2026-21268 Adobe https://www.cert.gov.py/vulnerabilidades-en-productos-adobe-3/
CVE-2026-21274 Adobe https://www.cert.gov.py/vulnerabilidades-en-productos-adobe-3/
CVE-2026-20944 Microsoft https://www.cert.gov.py/vulnerabilidades-en-productos-microsoft-4/
CVE-2026-20952 Microsoft https://www.cert.gov.py/vulnerabilidades-en-productos-microsoft-4/
CVE-2026-20953 Microsoft https://www.cert.gov.py/vulnerabilidades-en-productos-microsoft-4/
CVE-2025-25249 Fortinet https://www.cert.gov.py/vulnerabilidades-en-productos-fortinet-5/
CVE-2025-47855 Fortinet https://www.cert.gov.py/vulnerabilidades-en-productos-fortinet-5/
CVE-2025-64155 Fortinet https://www.cert.gov.py/vulnerabilidades-en-productos-fortinet-5/
CVE-2026-0532 Elastic https://www.cert.gov.py/vulnerabilidad-en-productos-elastic-4/
CVE-2025-58187 VMware https://www.cert.gov.py/vulnerabilidades-en-productos-vmware-4/
CVE-2025-58188 VMware https://www.cert.gov.py/vulnerabilidades-en-productos-vmware-4/
CVE-2025-61725 VMware https://www.cert.gov.py/vulnerabilidades-en-productos-vmware-4/
CVE-2025-40805 Siemens https://www.cert.gov.py/vulnerabilidades-en-productos-siemens-2/
CVE-2025-40924 Siemens https://www.cert.gov.py/vulnerabilidades-en-productos-siemens-2/
CVE-2025-40944 Siemens https://www.cert.gov.py/vulnerabilidades-en-productos-siemens-2/
CVE-2026-0498 SAP https://www.cert.gov.py/vulnerabilidades-en-productos-sap-4/
CVE-2026-0500 SAP https://www.cert.gov.py/vulnerabilidades-en-productos-sap-4/
CVE-2026-0501 SAP https://www.cert.gov.py/vulnerabilidades-en-productos-sap-4/
CVE-2025-66176 Hikvision https://www.cert.gov.py/vulnerabilidades-en-productos-hikvision-2/
CVE-2025-66177 Hikvision https://www.cert.gov.py/vulnerabilidades-en-productos-hikvision-2/
CVE-2025-13845 Schneider https://www.cert.gov.py/vulnerabilidades-en-productos-schneider/

CVE-2025-13905 Schneider https://www.cert.gov.py/vulnerabilidades-en-productos-schneider/
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CVE-2025-68493
CVE-2026-21876
CVE-2025-67859
CVE-2025-47339
CVE-2025-47346
CVE-2025-47356
CVE-2025-20762
CVE-2025-20794
CVE-2025-20795
CVE-2025-69258
CVE-2025-69259
CVE-2025-69260
CVE-2025-36640
CVE-2025-13761
CVE-2025-13772
CVE-2025-9222
CVE-2025-68645
CVE-2025-37164
CVE-2026-0628
CVE-2025-58098
CVE-2025-54957

CVE-2026-0625

Apache
OWASP
Linux
Qualcomm
Qualcomm
Qualcomm
MediaTek
MediaTek
MediaTek
Trend Micro
Trend Micro
Trend Micro
Tenable
GitLab
GitLab
GitLab
Zimbra
HPE
Google
Apache
Android

D-Link

Proveedor Mas informacion

https://www.cert.gov.py/vulnerabilidad-en-productos-apache-6/
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CVE-2025-14321 Mozilla https://www.cert.gov.py/vulnerabilidades-en-productos-mozilla-6/
CVE-2025-14322 Mozilla https://www.cert.gov.py/vulnerabilidades-en-productos-mozilla-6/
CVE-2025-14324 Mozilla https://www.cert.gov.py/vulnerabilidades-en-productos-mozilla-6/
CVE-2025-55125 Veeam https://www.cert.gov.py/vulnerabilidades-en-productos-veeam-4/
CVE-2025-59469 Veeam https://www.cert.gov.py/vulnerabilidades-en-productos-veeam-4/
CVE-2025-59470 Veeam https://www.cert.gov.py/vulnerabilidades-en-productos-veeam-4/
CVE-2025-69194 GNU https://www.cert.gov.py/vulnerabilidad-en-herramienta-de-gnu/
CVE-2025-59887 Eaton https://www.cert.gov.py/vulnerabilidad-en-productos-eaton/
CVE-2025-59384 QNAP https://www.cert.gov.py/vulnerabilidades-en-productos-gnap-2/
CVE-2025-59387 QNAP https://www.cert.gov.py/vulnerabilidades-en-productos-gnap-2/
CVE-2025-13915 IBM https://www.cert.gov.py/vulnerabilidad-en-productos-ibm-3/
CVE-2025-20728 Dell https://www.cert.gov.py/vulnerabilidad-en-productos-dell-2/
CVE-2025-13699 MariaDB https://www.cert.gov.py/vulnerabilidad-en-mariadb/
CVE-2025-14302 UEFI https://www.cert.gov.py/vulnerabilidades-en-firmware-uefi-2/
CVE-2025-14303 UEFI https://www.cert.gov.py/vulnerabilidades-en-firmware-uefi-2/
CVE-2025-14304 UEFI https://www.cert.gov.py/vulnerabilidades-en-firmware-uefi-2/
CVE-2025-20700 Bluetooth https://www.cert.gov.py/vulnerabilidades-en-chipsets-bluetooth/
CVE-2025-20701 Bluetooth https://www.cert.gov.py/vulnerabilidades-en-chipsets-bluetooth/
CVE-2025-20702 Bluetooth https://www.cert.gov.py/vulnerabilidades-en-chipsets-bluetooth/

CVE-2025-68615 SNMP https://www.cert.gov.py/vulnerabilidad-en-snmp/
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